Annex A

Home Office official to Phorm’s legal representative (16/08/2007)
Redaction made under sections 40 and 43

From: ***

Sent: 16 August 2007 5:37 PM
To: ***

Subject: RE: Phorm and RIPA

*hk
'

We now both have our holidays out of the way. ***. However 'm back and have gone
through the 572 e-mails that greeted me.

Given the various interested parties seeking our view on the compatibility of the Phorm
service with Part | of RIPA | have concluded that it needs a more learned consideration than |
can give it. | have sought advice from my own lawyer. My personal view accords with yours
that, even if it is "interception”, which 'm doubtful of, it is lawfully authorised under section 3
by virtue of the user's consent obtained in signing up to the ISPs terms and conditions.

What | would find helpful. and my legal adviser might also, would be a presentation on how it
works (whether on paper or in personal). Would that be possible?

Fedede

ek

Home Office

2 Marsham Street
LONDON

SW1P 4DF

Tel: 020 7035 ****



Phorm’s legal representative to Home Office official (04/9/2007)
Redaction made under sections 40 and 43

From: *** [mailto: ***@***,com]
Sent: 04 September 2007 3:05 PM
To: **x

Subject: FW: Phorm Inc

*kk
B

Further to my message below, it seems the *** meeting has been put back a week.
Any chance of getting your letter before then?

Kind regards

ek



Home Office official to Phorm’s legal representative (12/11/2007)
Redaction made under sections 40 and 43

From: ***

Sent: 12 November 2007 10:43 PM
To: ***
Subject: RE: Phorm

ok
’

| should be able to complete what I'm proposing to send you tomorrow.

Home Office
@& 020 7035 ****



Phorm’s legal representative to Home Office official (15/11/2007)
Redaction made under sections 40 and 43

From: *** [mailto:***@***,com]
Sent: 15 November 2007 11:43 AM
To: ***

Subject: RE: Phorm

*ik
B

You're obviously very busy (as | saw from the timing on your emaii) - but any chance of
getting your letter this week?

Regards

Fedesk



Phorm’s legal representative to Home Office official (10/12/2007)
Redactions made under sections 40 and 43

From: *** [mailto: ***@***,com]
Sent: 10 December 2007 5:02 PM
To: ***

Subject: RE: Phorm

ok

Thanks; sorry to hassle you.

Can you also confirm that, based on what has been presented to you, HO has no objection to
the marketing and operation of the Phorm product in the UK?

Regards

e



Phorm’s legal representative to Home Office official (04/01/2008)
Redactions made under sections 40 and 43

From: *** [mailto: ***@*** com]
Sent: 04 January 2008 11:10 AM
To: **xx

Subject: FW: Phorm

EETY
'

Happy New year to you.

Can we start 2008 on a positive note by you sending me the short email requested below,
please?

Your message of 7 December doesn't quite say that and | don't think there's a huge leap to
add that; certainly Leading Counsel is clear on that score.

Regards

dekde

-----Original Message--—-

From: *** [mailto:***@***_ com]
Sent: 10 December 2007 5:02 PM
To: ***

Subject: RE: Phorm

ek
’

Thanks; sorry to hassle you.

Can you also confirm that, based on what has been presented to you, HO has no
objection to the marketing and operation of the Phorm product in the UK?

Regards

wkk



Home Office official to Phorm’s legal representative (22/01/2008)
Redaction made under sections 40 and 43

From: ***

Sent: 22 January 2008 4:00 PM
To: ***

Subject: RE: Phorm

*kk
»

I should be grateful if you would review the attached document, and let me know what you
think. | would appreciate that you not distribute it more widely at this time.

I’'m sorry not to have come back on this before now. I'm sure you'll appreciate the
complexities invoilved and the importance which will be attached to whatever we say, by your
clients, their clients, and by your clients competitors (which is why I've not written it specific to
Phorm but to the general principle).

Office of Security and Counter Terrorism | OSCT
LONDON
020 7035 ****



Targeted Online Advertising: interception of communications
or not? If it is, is it lawful interception?

Targeted online advertising enables ISPs, web publishers and advertisers to create an online
broadcast network to market to advertisers and content creators a way to target consumers
for contextually and behaviourally relevant messages based upon real time analysis of users’
browsing behaviour, and done anonymously without reference to any personally identifiable
information. Equally it offers ISPs’ users an enhanced user experience in terms of the
advertising and marketing they may be exposed to.

Targeted online advertising: interception of communications
or not?

Do targeted onlfine advertising services involve the interception of a communication within the
meaning of sections 2(2) and 2(8) of the Regulation of Investigatory Powers Act 2000 (RIPA)?

2. The meaning and scope of interception of communications is set out in sections 2(2)
to 2(8) of RIPA,

3. Section 2(2), RIPA reads:

“a person intercepts a communication in the course of its transmission .... if, and only
if he ... so monitors transmissions made by means of the system ...... as to make
some or all of the contents of the communication available, while being transmitted, to
a person other than the sender or intended recipient”.

4. Section 2(8), RIPA reads:

“... contents of a communications are to be taken to be made available to a person
while being transmitted ... [in] any case in which any of the contents of the
communication, while being transmitted, are diverted or recorded so as to be
available to a person subsequently.”

5. The provision of a service to deliver targeted online advertising will tend to involve a
person (an ISP and/or a targeted advertising provider on behalf of an ISP) monitoring
transmissions made by means of a relevant telecommunications system so as to make some
of the contents of a communication available, while being transmitted, to a person (the ISP

and/or the targeted advertising provider) other than the sender or intended recipient of the
communication.

6. Targeted online advertising services operate by delivering a cookie, including a
unigue user identity (UID), to an internet service user's computer which supports the
advertising service. The UID is processed automatically in a closed system (which does not
associate an IP address with the UID). The system performs an analysis of URLs and key
words from web pages which allocates the UID to relevant advertising categories. Once this
analysis is completed the URLs and key words are deleted from the system. The system
then uses that analysis to match advertisers’ criteria and to enable ISPs’ users to be targeted
with advertising based on their browsing interests (which includes web pages viewed, search
terms entered and responses to online advertisements).

7. For the purposes of section 2(2), “available” is likely to be taken to mean that a
person could in practice obtain those contents for examination. Processing of the contents of
a communication under human contro! will be likely to be regarded as having been made
“available” to a person and will therefore have been intercepted within the meaning of RIPA.
The wording in section 2(8) “recorded so as to be available to a person subsequently” should
be read, given the terms of the offence of unlawfu! interception in section 1, as recorded with
the intention that they be available to a person subsequently.



8. Where the provision of a targeted online advertising service involves the content of a
communication passing through a filter for analysis and held for a nominal period before being
irretrievably deleted — there is an argument that the content of a communication has not been
made available to a person.

9. Where the technology involves the user’s browser executing a script to download
targeted advertising content to complement a previously or near simultaneous download of a
web page, it can be argued that that the transmission of a communication ceased at the point
the web page reaches the user’s browser, that the end user’s computer is not part of the
telecommunications system and that the communication has not been made available to a
person while being transmitted.

10. Where the provision of a targeted online advertising service involves storing and
processing the content of a communication in circumstances where it would be technically
possible for a person to access the content that can be regarded as having been “diverted or
recorded so as to be available to a person subsequently”. This might include circumstances
involving a proxy server analysing the request to view a web page, in the course of it being
downloaded, and presenting the user with the web page and targeted advertising content.

Targeted online advertising: is it lawful interception?

To the extent that targeted online advertising services might involve interception of
communications, can they be offered lawfully without an interception warrant in accordance
with section 3 of RIPA?

12. Section 3, RIPA, where relevant to targeted online advertising, creates two situations
in which interception without a warrant may be lawful:

3(1), interception with consent under section 3(1); and
3 (3) interception for purposes connected with the operation of the
telecommunications service.

13. Section 3(1), RIPA, provides that:

“conduct consisting in the interception of a communications is authorised if the
communication is one which, or which that person has reasonable grounds for
believing is, both: (a) a communication sent by a person who has consented to the

interception; and (b) a communication the intended recipient of which has so
consented.”

14. The provision of a targeted online advertising service to an ISP user who has
consented to receive the service should be able to satisfy section 3(1). Each service will have
own relevant user agreements. Where consent to receive targeted advertising is included in
the user’s contract and the user should be alerted to the possibility of opting out of the
targeted online advertising service at regular intervals, 3(1) is arguably satisfied.

15. A question arises as to whether a targeted online advertising provider need argue
that they have reasonable grounds for believing the host or publisher of a web page consents
to the interception. It can be argued that the host or publisher who makes a web page
available for download from a server impliedly consents to those pages being downloaded.

16. Section 3(3), RIPA, provides as relevant:

“(3) Conduct consisting in the interception of a communication is authorised by this
section if:

(a) itis carried out by or on behalf of a person who provides a
...telecommunications service; and

(b) it takes place for purposes connected with the provision or operation of
that service ...”



17. The provision of a targeted online advertising service, contracted by an ISP as part of
the service to the ISP’s users, can probably be regarded as being carried out “on behalf of”
the ISP for the purposes of section 3(3)(a).

18. Itis arguable that a targeted online advertising service can be “connected with the
provision or operation of [the ISP] service”. The RIPA explanatory notes for section 3(3)
state:

“Subsection (3) authorises interception where it takes place for the purposes of
providing or operating a postal or telecommunications service, or where any
enactment relating to the use of a service is to be enforced. This might occur, for
example, where the postal provider needs to open a postal item to determine the
address of the sender because the recipient's address is unknown.”

19. Examples of section 3(3) interception, very relevant to the provision of internet
services, would include the examination of e-mail messages for the purposes of filtering or
blocking spam, or filtering web pages which provide a service tailors to a specific cultural or
religious market, and which takes place with user’'s consent whereby the user consents not to
receive the filtered or blocked spam or consents (actively seeks) a service blocking culturally
inappropriate material. The provision of targeted online advertising with the user’s consent
where the user is seeking an enhanced experience and the targeted advertising service
provides that.

Conclusion

20. Targeted online advertising services should be provided with the explicit consent of
ISPs’ users or by the acceptance of the ISP terms and conditions. The providers of targeted
online advertising services, and ISPs contracting those services and making them available to
their users, should then — to the extent interception is at issue — be able to argue that the end
user has consented to the interception (or that there are reasonable grounds for so believing).
Interception is not likely to be at issue where the user’s browser is processing the UID and
material informing the advertising criteria.

21. Where targeted online advertising is determined and delivered to a user's browser as
a consequence of a proxy server monitoring a communication to download a web page, there
may be monitoring of a communication in the course of its transmission. Consent of the iSPs’
user and web page host would make that interception clearly lawful. That two party consent
is recognised as impractical in practice. .

22. Targeted online advertising, as a part of telecommunications services, undertaken
with the highest regard to the respect for the privacy of ISPs’ users and the protection of their
personal data and with the ISPs’ users consent, expressed appropriately, is a legitimate
business activity. The purpose of Chapter 1 of Part 1 of RIPA is not to inhibit legitimate
business practice particularly in the telecommunications sector. Where advertising services
meet those high standards, it would not be in the public interest to criminalise that conduct or
for it to be interpreted as criminal conduct.

23. The section 1 offence is not something that should inhibit the development and

provision of legitimate business activity to provide targeted online advertising to the users of
ISP services.

HOME OFFICE

January 2008






Home Office policy to Phorm’s legal representative (23/01/2008)
Redaction made under sections 40 and 43

From: ***

Sent: 23 January 2008 4:01 PM
To: ***

Subject: RE: Phorm

*kk
’

Thanks for reading through the draft paper carefully annd for your comments, with which | had
no problems. I've marked up the attached revision with tracked changes.

If we agree this, and this becomes our position do you think your clients, and their prospective
partners will be comforted.....

*hk

*kk

Office of Security and Counter Terrorism | OSCT
LONDON ;
020 7035 ****



Targeted Online Advertising: interception of communications
or not? Ifitis, is it lawful interception?
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Targeted online advertising: interception of communications
or not?

Do targeted online advertising services involve the interception of a communication within the
meaning of sections 2(2) and 2(8) of the Regulation of Investigatory Powers Act 2000 (RIPA)?

2. The meaning and scope of interception of communications is set out in sections 2(2)
to 2(8) of RIPA.

3. Section 2(2), RIPA reads:

“a person intercepts a communication in the course of its transmission .... if, and only
if he ... so monitors transmissions made by means of the system ...... as to make
some or all of the contents of the communication available, while being transmitted, to
a person other than the sender or intended recipient”.

4. Section 2(8), RIPA reads:

“... contents of a communications are to be taken to be made available to a person
while being transmitted ... [in] any case in which any of the contents of the
communication, while being transmitted, are diverted or recorded so as to be
available to a person subsequently.”

5. The provision of a service to deliver targeted online advertising will tend to involve a
person (an ISP and/or a targeted advertising provider on behalf of an ISP) monitoring
transmissions made by means of a relevant telecommunications system so as to make some
of the contents of a communication available, while being transmitted, to a person (the ISP

and/or the targeted advertising provider) other than the sender or intended recipient of the
communication.

6. Targeted online advertising services operate by delivering a cookie, including a
unique user identity (UID), to an internet service user's computer which supports the
advertising service. The UID is processed automatically in a closed system (which does not
associate an IP address with the UID). The system performs an analysis of URLs and key
words from web pages which allocates the UID to relevant advertising categories. Once this
analysis is completed the URLs and key words are deleted from the system. The system
then uses that analysis to match advertisers’ criteria and to enable ISPs’ users to be targeted
with advertising based on their browsing interests (which includes web pages viewed, search
terms entered and responses to online advertisements).

7. For the purposes of section 2(2), “available” is likely to be taken to mean that a
person could in practice obtain those contents for examination. Processing of the contents of
a communication under human controt will be likely to be regarded as having been made
“available” to a person and will therefore have been intercepted within the meaning of RIPA.
The wording in section 2(8) “recorded so as to be available to a person subsequently” should
be read, given the terms of the offence of unlawful interception in section 1, as recorded with
the intention that they be available to a person subsequently.



8. Where the provision of a targeted online advertising service involves the content of a
communication passing through a filter for analysis and heid for a nominal period before being

irretrievably deleted — there is an argument that the content of a communication has not been
made available to a person.

9. Where the technology involves the user’s browser executing a script to download
targeted advertising content to complement a previously or near simultaneous download of a
web page, it can be argued that that the transmission of a communication ceased at the point
the web page reaches the user’s browser, that the end user’'s computer is not part of the
telecommunications system and that the communication has not been made available to a
person while being transmitted.

10. Where the provision of a targeted online advertising service involves storing and
processing the content of a communication in circumstances where it would be technically
possible for a person to access the content that can be regarded as having been “diverted or
recorded so as to be available to a person subsequently”. This might include circumstances
involving a proxy server analysing the request to view a web page, in the course of it being
downloaded, and presenting the user with the web page and targeted advertising content.

Targeted online advertising: is it lawful interception?

To the extent that targeted online advertising services might involve interception of
communications, can they be offered lawfully without an interception warrant in accordance
with section 3 of RIPA?

12. Section 3, RIPA, where relevant to targeted online advertising, creates two situations
in which interception without a warrant may be lawful:

3 (3) interception for purposes connected with the operation of the
telecommunications service.,

13. Section 3(1), RIPA, provides that:

“conduct consisting in the interception of a communications is authorised if the
communication is one which, or which that person has reasonable grounds for
believing is, both: (a} a communication sent by a person who has consented to the
interception; and (b) a communication the intended recipient of which has so
consented.”

14. The provision of a targeted online advertising service to an ISP user who has
consented to receive the service should be able to satisfy section 3(1). Each service will have

] its own relevant user agreements. Where consent to receive targeted advertising is included
in the user’s contract and the user should be alerted to the possibility of opting out of the
targeted online advertising service at regular intervals, 3(1) is arguably satisfied.

15. A question arises as to whether a targeted online advertising provider need argue
that they have reasonable grounds for believing the host or publisher of a web page consents

| 16. Section 3(3), RIPA, provides that;

“(3) Conduct consisting in the interception of a communication is authorised by this
section if:

(a) it is carried out by or on behalf of a person who provides a
...telecommunications service; and

(b) it takes place for purposes connected with the provision or operation of
that service ...”

{ Deleted: under section 3(1:

.---| Formatted: Font: (Default;
| Times New Roman

"1 Formatted: Indent: Left:
0.63 cm

..----| Deleted:

I { Deleted: as relevant

St




17. The provision of a targeted online advertising service, contracted by an ISP as part of
the service to the ISP’s users, can probably be regarded as being carried out “on behalf of’
the ISP for the purposes of section 3(3)(a).

18. It is arguable that a targeted online advertising service can be “connected with the

provision or operation of [the ISP] service”. The RIPA explanatory notes for section 3(3)
state: ‘

“Subsection (3) authorises interception where it takes place for the purposes of
providing or operating a postal or telecommunications service, or where any
enactment relating to the use of a service is to be enforced. This might occur, for
example, where the postal provider needs to open a postal item to determine the
address of the sender because the recipient's address is unknown.”

19. Examples of section 3(3) interception, very relevant to the provision of internet
services, would include the examination of e-mail messages for the purposes of filtering or
religious market, and which takes place with user's consent whereby the user consents not to
receive the filtered or blocked spam or consents (actively seeks) a service blocking culturally
inappropriate material. The provision of targeted online advertising with the user's consent

where the user is seeking an enhanced experience and the targeted advertising service
provides that.

Conclusion

20. Targeted online advertising services should be provided with the explicit consent of
ISPs’ users or by the acceptance of the ISP terms and conditions. The providers of targeted
online advertising services, and ISPs contracting those services and making them available to
their users, should then — to the extent interception is at issue — be able to argue that the end
user has consented to the interception (or that there are reasonable grounds for so believing).
Interception is not likely to be at issue where the user’s browser is processing the UID and
material informing the advertising criteria.

21. Where targeted online advertising is determined and delivered to a user’s browser as
a consequence of a proxy server monitoring a communication to download a web page, there
may be monitoring of a communication in the course of its transmission. Consent of the ISPs’
user and web page host would make that interception clearly lawful. The ISPs’ users’
consent can be oblained expressly by acceptance of suitable terms and conditions for the {SP
service. The implied consent of a web page host (as indicated in paragraph 15 above) would
stand in the absence of any specific express consent,

22. Targeted online advertising can be regarded as being provided in connection with the
telecommunication service provided by the ISP in the same way as the provision of services
that examine e-mails for the purposes of filtering or blocking spam or filtering web pages o
provide a specifically tailored content service.

22. Where targeted online advertising is jundertaken with the highest regard to the

respect for the privacy of ISPs’ users and the protection of their personal data, and with the

ISPs’ users consent, expressed appropriately, is a legitimate business activity. The purpose
of Chapter 1 of Part 1 of RIPA is not to inhibit legitimate business practice particularly in the
telecommunications sector. Where advertising services meet those high standards, it would
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Home Office official to Phorm’s legal representative (01/02/2008)
Redaction made under sections 40 and 43

From: ***

Sent: 01 February 2008 2:51 PM

To: ***!

Subject: Targeted Online Advertising

dekok
’

i should be grateful if you would review the attached document, and let me know what you
think. | would appreciate that you not distribute it more widely at this time.

Fkk
)

Not too much change. I've add a disclaimer at a paragraph 2. All the paragraphs now have
consecutive numbers, paragraph 11 was missing before! And paragraphs 9 and 10 (I think)
are reversed.

If you can agree this, | can issue it to you properly for you to send to whomsoever you wish
(and I'll be doing similarly).

Fedkedk

dekk

Office for Security and Counter Terrorism | OSCT
HOME OFFICE
020 7035 ****



Targeted Online Advertising: interception of communications
or not? Ifitis, is it lawful interception?

Targeted online advertising enables {SPs, web publishers and advertisers to target
consumers with contextually and behaviourally relevant messages based upon real time
analysis of users’ browsing behaviour, and done anonymously without reference to any
personally identifiable information. Equally it offers ISPs’ users an enhanced user experience
in terms of the advertising and marketing they may be exposed to.

2. This note offers informal guidance on issues relating to the provision of targeted
online advertising services. It should not be taken as a definitive statement or interpretation
of the law, which only the courts can give.

Targeted online advertising: interception of communications
or not?

Do targeted online advertising services involve the interception of a communication within the
meaning of sections 2(2) and 2(8) of the Regulation of Investigatory Powers Act 2000 (RIPA)?

3. The meaning and scope of interception of communications is set out in sections 2(2)
to 2(8) of RIPA.

4. Section 2(2), RIPA reads:

“a person intercepts a communication in the course of its transmission .... if, and only
if he ... so monitors transmissions made by means of the system ...... as to make
some or all of the contents of the communication available, while being transmitted, to
a person other than the sender or intended recipient”.

5. Section 2(8), RIPA reads:

“... contents of a communications are to be taken fo be made available to a person
while being transmitted ... [in] any case in which any of the contents of the
communication, while being transmitted, are diverted or recorded so as to be
available fo a person subsequently.”

6. The provision of a service to deliver targeted online advertising will tend to involve a
person (an ISP and/or a targeted advertising provider on behalf of an ISP) monitoring
transmissions made by means of a relevant telecommunications system so as to make some
of the contents of a communication available, white being transmitted, to a person (the ISP

and/or the targeted advertising provider) other than the sender or intended recipient of the
communication.

7. Targeted online advertising services operate by delivering a cookie, including a
unique user identity (UID), to an internet service user's computer which supports the
advertising service. The UID is processed automatically in a closed system (which does not
associate an IP address with the UID). The system performs an analysis of URLs and key
words from web pages which allocates the UID to relevant advertising categories. Once this
analysis is completed the URLs and key words are deleted from the system. The system
then uses that analysis to match advertisers’ criteria and to enable ISPs’ users to be targeted
with advertising based on their browsing interests (which includes web pages viewed, search
terms entered and responses to online advertisements).

8. For the purposes of section 2(2) and (8), “available” is likely to be taken to mean that
a person could in practice obtain those contents for examination. Processing of the contents
of a communication under human control will be likely to be regarded as having been made
“available” to a person and will therefore have been intercepted within the meaning of RIPA.



9. Where the provision of a targeted online advertising service involves the content of a
communication passing through a filter for analysis and held for a nominal period before being

irretrievably deleted — there is an argument that the content of a communication has not been
made available to a person.

10. Where the provision of a targeted online advertising service involves storing and
processing the content of a communication in circumstances where it would be technically
possible for a person to access the content that can be regarded as having been “diverted or
recorded so as to be available to a person subsequently”. This might inciude circumstances
involving a proxy server analysing the request to view a web page, in the course of it being
downloaded, and presenting the user with the web page and targeted advertising content.

11. Where the technology involves the user's browser executing a script to download
targeted advertising content to complement a previously or near simultaneous download of a
web page, it can be argued that that the transmission of a communication ceased at the point
the web page reaches the user’s browser, that the end user's computer is not part of the
telecommunications system and that the communication has not been made available to a
person while being transmitted.

Targeted online advertising: is it lawful interception?

To the extent that targeted online advertising services might involve interception of
communications, can they be offered lawfully without an interception warrant in accordance
with section 3 of RIPA?

12. Section 3, RIPA, where relevant to targeted online advertising, creates two situations
in which interception without a warrant may be fawful:

¢ 3(1), interception with consent; and
s 3 (3)interception for purposes connected with the operation of the
telecommunications service.
13. Section 3(1), RIPA, provides that:

“conduct consisting in the interception of a communications is authorised if the
communication is one which, or which that person has reasonable grounds for
believing is, both: (a) a communication sent by a person who has consented to the
interception; and (b) a communication the intended recipient of which has so
consented.”

14. The provision of a targeted online advertising service to an ISP user who has
consented to receive the service should be able to satisfy section 3(1)(a). Each service will
have its own relevant user agreements. Where consent to receive targeted advertising is
included in the user’s contract and the user should be alerted to the possibility of opting out of
the targeted online advertising service at regular intervals, 3(1)(a) is arguably satisfied.

15. A question may also arise as to whether a targeted online advertising provider has
reasonable grounds for believing the host or publisher of a web page consents to the
interception for the purposes of section 3(1)(b). It may be argued that section 3(1)(b) is
satisfied in such a case because the host or publisher who makes a web page available for
download from a server impliedly consents to those pages being downloaded.

16. Section 3(3), RIPA, provides that:

“(3) Conduct consisting in the interception of a communication is authorised by this
section if:

(a) it is carried out by or on behalf of a person who provides a
...lelecommunications service; and

(b) it takes place for purposes connected with the provision or operation of
that service ...”



17. The provision of a targeted online advertising service, contracted by an ISP as part of
the service to the ISP’s users, can probably be regarded as being carried out “on behalf of”
the ISP for the purposes of section 3(3)(a).

18. It is arguable that a targeted online advertising service can be “connected with the

provision or operation of [the ISP] service”. The RIPA explanatory notes for section 3(3)
state:

“Subsection (3) authorises interception where it takes place for the purposes of
providing or operating a postal or telecommunications service, or where any
enactment relating to the use of a service is to be enforced. This might occur, for
example, where the postal provider needs to open a postal item to determine the
address of the sender because the recipient's address is unknown.”

19. Examples of section 3(3) interception, very relevant to the provision of internet
services, would include the examination of e-mail messages for the purposes of filtering or
blocking spam, or filtering web pages which provide a service tailored to a specific cultural or
retigious market, and which takes place with user’s consent whereby the user consents not to
receive the filtered or blocked spam or consents (actively seeks) a service blocking culturally
inappropriate material. The provision of targeted online advertising with the user's consent

where the user is seeking an enhanced experience and the targeted advertising service
provides that.

Conclusion

20. Targeted online advertising services should be provided with the explicit consent of
ISPs’ users or by the acceptance of the ISP terms and conditions. The providers of targeted
online advertising services, and ISPs contracting those services and making them available to
their users, should then — to the extent interception is at issue — be able to argue that the end
user has consented to the interception (or that there are reasonable grounds for so believing).
Interception is not likely to be at issue where the user’s browser is processing the UID and
material informing the advertising criteria.

21. Where targeted online advertising is determined and delivered to a user’s browser as
a consequence of a proxy server monitoring a communication to download a web page, there
may be monitoring of a communication in the course of its transmission. Consent of the ISPs’
user and web page host would make that interception clearly lawful. The ISPs’ users’
consent can be obtained expressly by acceptance of suitable terms and conditions for the ISP
service. The implied consent of a web page host (as indicated in paragraph 15 above) may
stand in the absence of any specific express consent.

22. Targeted online advertising can be regarded as being provided in connection with the
telecommunication service provided by the ISP in the same way as the provision of services
that examine e-mails for the purposes of filtering or blocking spam or filtering web pages to
provide a specifically tailored content service.

22. Targeted online advertising undertaken with the highest regard to the respect for the
privacy of ISPs’ users and the protection of their personal data, and with the ISPs’ users
consent, expressed appropriately, is a legitimate business activity. The purpose of Chapter 1
of Part 1 of RIPA is not to inhibit legitimate business practice particularly in the
telecommunications sector. Where advertising services meet those high standards, it would
not be in the public interest to criminalise such services or for their provision to be interpreted
as criminal conduct. The section 1 offence is not something that should inhibit the
development and provision of legitimate business activity to provide targeted online
advertising to the users of ISP services.

¢

HOME OFFICE



January 2008

Home Office official to Phorm’s legal representative (04/02/2008)
Redaction made under sections 40 and 43

From: ***

Sent: 04 February 2008 10:45 AM
To: ***

Subject: Targeted Online Advertising

*hk
1

As promised. Hard copies follow in the post.

ke

Office for Security and Counter Terrorism | OSCT
HOME OFFICE
020 7035 ****

Enclosures: Documents A and B






Home Office official to a third party’s legal representative (04/2/2008)
Redaction made under sections 40 and 43

From: ***
Sent: 04 February 2008 11:08 AM

TO: ***I Kk ok

Subject: Targeted Online Advertising

hekk dekk
)

You were in touch about to the provision of targeted online advertising services in the UK.
You were interested in the view of the Home Office on your clients’ proposal for the roll out of
an internet based advertising service in the UK. | am now able to let you have our
considered view.

Please feel free to make the attached document available to your clients, who may in turn
share it with their clients and prospective clients.

dededk

Office for Security and Counter Terrorism | OSCT
@& 7035 ***

Enclosure: Document B



Home Office official to a third party’s legal representative (04/2/2008)
Redaction made under sections 40 and 43

From: ***

Sent: 04 February 2008 4:37 PM
To: ***

Subject: Targeted Online Advertising

*kk
)

You were in touch some while ago about to the provision of targeted online advertising
services in the UK. You were interested in the view of the Home Office on an offering
proposed by Phorm Inc. | am now able to let you have our considered view. | should
emphasise this is intended to address the provision of targeted online advertising services in
general rather than about the services that Phorm is offering specifically. Feel free to share
this document as you wish.

Hkk
Hope to see you around.

Best wishes

dekk

dekk

Office for Security and Counter Terrorism | OSCT
@ 7035 *+*

Enclosure: Document B



Home Office official to a third party’s legal representative (04/2/2008)
Redaction made under sections 40 and 43

————— Original Message-----

From; ***

Sent: 08 February 2008 11:16 AM
To: ¥¥*@*** com

Cc: ¥**@*** com

Subject: Targeted Online Advertising

*kk
'

Thank you for your letter of 19 November about ***’s proposal to deliver targeted online
advertising to its internet subscribers. As you know we have, for some time, at the request of
prospective suppliers of targeted online advertising services and ISPs interested in such
services, been interested in the view of the Home Office on the issues around the provision of
such services. | am now able to let you have our considered view.

f should emphasise this view is intended to address the provision of targeted online
advertising services in general rather than any specific offering.

*kedke

Office for Security and Counter Terrorism | OSCT
® 7035 **++

Enclosure: Document B



Home Office official to Home Office colieagues (04/2/2008)
Redaction made under sections 40 and 43

From; ***

Sent: 08 February 2008 11:24 AM
To: ***
CC: ***, ***,

Subject: Targeted Online Advertising

*kk

This is to let you know that | have sent the paper on targeted online advertising services,
which *** and | agreed, to those who were asking for our view: *** (on behalf of Phorm Inc)
and *** (on behalf of ***), both providers of the advertising technology, and two ISPs, *** and

*kk
*kk

*kk

Office for Security and Counter-Terrorism | OSCT
B 7035

Enclosure: Copies of the four e-mails dated 04/02/2008 addressed to Phorm’s legal
representative and third parties’ legal representatives
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A

TARGETED OMLINE ADVERTISING

Yuu and | hava baan & toud for soma time about issues relating to the
provision of tarpeted orline advertising services in the UK. You were
interested in the view of the Horne Offiae en your clients” proposal for the rodl
out of & iemet based advadisieg servics In the UK

b arry rowe able 4o el vou have our considered view, Plusse fael fres to make
the stiached document “Targeted Online Advertising: interveption of
sommunsations or rol? I s, i 1 tawha imemeption?” avaifable te your
cherts, wiho may in furm share & with thedr cllents and prospective clisrts.




Document B

Targeted Online Advertising: interception of communications
or not? Ifitis, is it lawful interception?

Targeted onling advertising enables 15Ps, web publishers and advertisers io
target consumers with contexdually and behaviourally selevant maessages
based upon real time analysis of users’ browsing behavicur, and done
ancnymously withaut refarance to any personally identifiabie information.
Equally it offers IBPs’ users an enhanced user expenencs In terms of the
advartising and marketing they may be exposed o

2 This note offers informal guidance on issues relating to the provision of
{argeted online advertising services. it should not be taken as & definitive
staternant of interpretation of the law, which anly the couns can give.

Targeted online advertising: interception of communications
or not?

Do fargatad onfine advertising sewvices involve the interception of 8
cormmunication within the meaning of sections 2{2} and 2{8} of the Regulation
of investigatary Powsrs Act 2000 (RIFA)7

3. The meaning and scope of intarception of communications 5 set out in
sactions (2} to 2{8} of RIPA.

4, Section 2(2). RIFA raads:

‘a person infercepts a communication i the Gourse of its Transmission
... If, and only if he ... so monitors transmigsions made by means of
the systern ... as fo make some or afl of the confents of the
communicalion available, while belng fransmiited. to & person other
than the serder or intended recipient”,

3

Section 2(8), RIPA reads:

... confents of a communications are fo be taken to be made avaliahie
0 a persan whife being transmifted . .. fin] any case in which any of the
contents of the communication, while being transmitied, are diveried or
recorded so as ko be avalabie to o person subsequontly.”

&, The provision of a sevice o geliver tangstsd onling advertising wil
tend 1o involve a parzon {ar ISP and/or a targeted advertising provider on
behat of an ISP} monitoring transmissions made by means of 8 relevant
telecermmunications system s as to make some of the contenis of 3
communication evallable, while being transmitted, to a person {the ISP and/or
the targeted advartising provider) other than the sender or ntended recipient
of the communication.

7. Targeted online advertisirg services oparate by delivering a cookie,
ineluding a unique user identity (UID), to an intemet servics USEr's nompliter



which supponts the adwrlising serdoe. The LD Is processed automatically in

& closed gystunm Denich doss e associams an 1P atdiress with the UID). The
systam perorrns 86 anaies of URls and key wonrds from web pages which
allocates the LI fo relevant advertising setegares. Onos this anatysis is
corpleted the URLs s key words are deletsd from the system. The system
T 5 fhat analysis to match advertisers oriteda and to enalile 1Py
st 16 ha targated with adiestising hetsd on thelr beowsing injerssts {wirich
reiudes weh pages viesed, search i antered and responsos i onling
astvarlispmentss

B For fhwe purposes of section 2023 and {8), “svallalie’ is ikely to be teken
16 mean thal o person could in prscice obiain those contents fot

sxsminaton. Processing of tie cortents of a communicatinn under human
corirod will be lely 1o b rogarded as having been mads “muailabie’ 1o 4
person and wil hessdons have boon intercepied within the meening of RiRA.

@ Wihers the prvison of a mrgeted arting adverlising service iohvar
e cobied of B oommusication passing through & filker for snalysis and hald
far & roaringl period res i) Srrtrievelily defeled ~ there & an argument
gt the corterd of @ oemimurnication ey not been made avatlabie 1o 8 porson

Whsrs the provision of & largeted ondine agvertismg service irverrivis
whoring ard prosessing the content of a communivation in roumstandes
where 1 would e eohnizally possitle for 2 person to aooess the cootent that
an be regarded ws having b Hvartert or reoordad 50 33 to be avaiisbla to
7 person subsequandh’ Tris ighd inchuds cireumstances inehing & proxy
server anabeing 1he request 1 Wiew a web page, In the oolrse of i bedng
denrrinaded, ard preseniing the user with the wab page and targetsd
advertising corderd.

%4 Wivere the technology involves the wsecs browser exeouting 8 Okl 10
chowrkoad tarpetad shvertaing oontont 0 complement & previously or near
sinultansos devisiood of 2 web page, it can be agued that that the
transirission of & comunisation neasad at the polnt the web page reaches
the users bivwser, (hat B end user's somputar is not part of the
tleeommunicions system and that the cammiunication has not beer made
aveilabie b w preson wivle being Fansmitied.

Targeted online advertising: is it lawful interception?

To the sxten thal lameted onling sgvertising sendoes might involve
isteronption of cernmurications, can they be offered Fawtlly withou! an
intereaption warmant in aceordance with seeion 3 of RIPA ¥

RiFA. whers rebowar 1o targeted onling advertising, craates
which interception without & warmnt msy be beful

w40, intmrcegtion with consert, and
3 (3) intmrseption for purposes connecied with the operstion af the
teleaommuninationd sanice,




13 Bectinn 3 RIPA. provides thal

“Doratuet consisting i the intercsphon of 8 COMTILNICRIINS 18

auttorised if i comrnurication ig ong which, or which thal person hag
reRsonable grounds for beliang £ fsi Send by
B FEECA WHhQ T conssnded 1 (e
seneasication the intended recipient of which fas g2 consenied.”

14, Tha provision of & largeted onling advertismg serage iy an 5P usey
w0 s conserted 1o acaivi the serviee should be able fo satisfy section
Atie) Esch serdos will hove 3% own rdovant user agroemants, Whiire
sansent 0 recaiw Iargeted advertising /5 incladed in the user's contraet and
iha user stould be slerded ¥ the possibiit

15 A Gueation
prinvider has rpas
e oonsenis fo the

Ay g driee g b whelber a targeted onfits adverlising
b grounds for belledng e Bost or publistuer of g web
wereaption for the punweses of section H14bL 1 may
be grgues that section 301¥b} s satisfierd in such: a case bee e b o
putsigher wha maskes & web page avaiteble for dowrdowsi fom a serees
irmplieciy congents 10 s pages bedng dewoiadad,

i, Sertion X1, RIP4A, nrovides thet

T3 Conduct consisling in the infaizaption of & commaveation is
autharized by this seciion

) it e carvipd i by Gr oo Behalf of 5 perest who provides o
. Bigcommunications serdoe; amd

{4 it takes pigce My BUrEOSES Connecied wilh the provision or
apuration of Ml serdce

17, The provision of 8 fsrgeted onbing advertiglng seedice. condracisd by an
15 as part of the servos 1o the 1SF°s wsers. can smbabiy be regarded as
being camied out “on bekalt of the 159 for the pumeses of seotion 3{3)ak

1B R arguabin thal s tameiny anline advecising service i De
“onnected with i provigion o operation of [the 18P} service”. The RIPA
explanatony notes for seclion M3 elaty

“Subsection (3} autries inferseplion whove ¥ fakes piace for the
pawposes of providiog o npecaling a postel or telscormmuricaticns
serdos, o where any snsctosel relating lo the use of 8 suwrvicg & fo be
anforced. This aught cocws, for exatrgple, whse tha paddsl provider
ety o aperr @ postal Tem 1o Jeterming the antgepss of the serdter
belause Hie reclipent's addresy is udiown.”

W Examphes of section S35 interception, very sslevent o the provigion of
aderrat seedoes, would includs the axamnination of e-mail messages for the
peiposes of filterng o blocking spa, of Sering web pages which provide &




serece laioradd to 8 2pecific Culhiral or relOUS Market, and which aaes
place with user's consent whereby the user congents not to recenve e
Figrad or biocked spam of consents (acively seeks) 4 service biocking
calburally isappropriais material. The provision of targetes online advertisrng
weith (s LREE'S COMSEnT whtere e user is seaking an enhansed expenance
and the tegeied advedising servics provides that.

Conclusion

2 Tarastes ordng advectising services should be provided with the
supiel cangent of [SPY users of by ihe stceplancs of the 15P termg and
corditions. The prvadess of g onling advariang servces. end t5Ps
cordranting Hose sorvives and making thar svailable to their uses, should
e — ki axeerd iniercepticn s at issus - be abie to argue thyat the antd
s s grteed 1o the intercaption {or thet thers arns maseaabie grrmDs
sor 5o belvion),  Interceplive s st Hesly to be ! issus whers the users
BrOWSET 15 rncassing the LHD and materal Infonteng the advartising orieris

Winre targeted onling advertising s determined and delriored 0 8

3% A consecuence of & proxy servet mooitng 3

st to dowelond 5 wab page, thave may be mortaring ata
communication in the touse of its wansmission. Consent of the VEPE user
arvd weeb page host wioldd make that intercapbion ety lawful. The ISP
e exwsend can e obtainad expressly by scoeptancs of sultabie ferms
il coptitions for $is 18D service. The bmplied sonsent nf & web page host
fas indicaied in paragraph 15 above) may stang i the sheence of any speciic
EHPIRSS TOrSE

s, Tampated orling advertising can be regarded as being provded In
conpectin Wit the lelacommunicaion service provided by e {88 in the
same way 2% the provision of services et examing w-risails for the purposes
At fitaring or Diocking spam or ftering web pages o oryvide a specifically
tasdnosad ConiRN SERACE.

22, Tareted orline agvertising undertaken with the Fighwest regand o e
respect for the privacy of 13P% users ard the protention of thels prasinal data,
artwith the 155" ysrs consent, expressed appopriately, i a tegimate
syasimass activity. The purpose of Chapter 1 of Part? of BiPA Is not to Inhibit
fpyiimate husiness practice padticularly i the selecnmmunications sector.
Vihers advertising services mest those high standards, it weukt ot be i e
pulibin intenast fo crininalise such warvices or for thelr provigion to ba
iterpretest as coimingl condont. The section 1 nffence i ot sormething that
abouir inkibl B development and provision of legitimate busingss sctivity o
provide rgeted onfine advertiging 1o the users af 185 serdicas,
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