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FapeSense External Technical Validatiar

Executive Summary

.§ This report provides the results of BT Retail Technology's technical validation of 121Meadia’s
FageSense product. The validation was made within BT's live broadband emvironment and
invodved a userbase of approsimately 158,000 customers, with 2 maximum of 10,000 anline
concurrertly. The customers who participated i the tnal were not made aware of thiz facl as
one of the aims of the validation was not o affect thaer expenence.

The principal phase of the trial took place ower the fd-day period between ik Sepiember
2006 and the 6" October 2006 during which contextual-advertisements were served Lo the frial
users. This report presenis factual information, based con the performance of PageSense
during this perod, a5 measured against a 52t of core success criteria. Theze were established
by BT to characterse the systems usability, availability, integrity, resilience, perlormance, and
compatibility and to gauge the reaction of end-users to the system in the absence of specific
irfarmation regardinng the trial.

For the durabion of the tnal the results produced by PageSense were on the whole succassful,
fhe systam proving its ability fo delver contextizl-based adverisements to thalists in 2 siable
and reliable fashion, 25 evidenced in the main-body of this report,

For the duration, no BT customer helpdesk calls were received which were directly attributed
1 a defect of the Pagesenze system.

A small number of service affeciing faults did ocour during the frial but these were, in the main,
quickly isolated and rectified by 121Media through configuration fine tuning.

The valdabon did wenlify some. issues which will- require furiher collaboration betweaan
121Media and BT before proceading. These are summarised below, together with steps that
need to be taken. Although none of the issues are desmead to be show stoppers, they will
require careful consideration.

Customer Experience Enhancements

1) Pagebense proved oo be almost entirely fransparent to end users. Only 1520 friglisis
{015 of the trial userbase) enfified the presence. of the syztem and had a negative
reaction, To ensure 100% transparency, the following work is planned:

+ Phase 2 testing will use the [atest revision of PageSense (ProxySenss), which
reduces the likelihood that custorners will detect the system since it does not append
a Javascnpt tag o web pages and 5 nol vigible inthe browser

= 121Media will take aclion (both technical and in public relations) to avoid any
perception that-their sysiem is a virus, mabsare or spyware and to show that ineffect it
is 8 positive web-development

2} The curmant optout mathod s cookie-based o) presesve the user's anonymity. This will
cause a user io become opted in again if they erase their cookies.

v 1ZIMedia will highlight this feature of the opl-oul process both in - their publcity
maternial arnd on the opt-out pages themselves,

l=sued bt ) Heatml | echrology TR
L Page 4 of 52
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FapeSanse Exlemal Teshnical Valkiabon

3 Itwas noted that posting 10 some web forums through PageSense caused the JavaScoript
fag to be appended foa number of users’ posts. A fix was provided for this by 12 1Media
toward the end of the frial, following which the issue was no longer detected. It should not
arise with ProxySense as no {ag is appended.

Scalability Enhancements

41 The capacity of the inal sarvers used mesns that 2 comesponding fll-network depioyvment
using similar senfers would have been operationally challenging and would have involved
a substantial number of devices. BT s in the process of maving fo g 210N network,
conocenirating users into fewer but langer sites handling on average 700,000 users and
9G's of bandwidth capacity. for which the fallowing are reguired:

»  121Media will demonstrate 3@ sofution that requires fewer devices, usas less footprints
znd consumes lass power,

e BT will design and re-engineer the network fo enable the integration of such a facitity.

= The Fhase 2 Pilot will validate the performance and operation of this implementztion,
a5 2 trigl of 3 full-scale deployment.

Ad-Serving Enhancements

5y Only hmited anatylical data was pravided by the system, This made it difficult to accuratahy
determine its value and pedformance.

= Phase 2 festing will also validate the features and performance of the 121Media
Media Planning Tool The fest will also run on a much anger userbase (Gpprox
350.000) and stabstically wseful numbers will provide mene information on tha
commercial rmodel.

Broadbsand Terms and Conditions

6) The opt-out / opt-in system was demonstrated to work technically, however BT may need
o modify its kroadband terms and conditions priar b any deployment. The changs must
permit BT s broadband network fo silently drop cookies on customers’ PLCs.

The Way Forward

A second phase Pilot deployment wall be undertaken with & larger userbase. This Pilat will
specifically address the issues raisad in this report {in terms of User Experience, Analylics and
Scalability) and provide a production-snvirgnment test of the potential deployrment paltarn for
the BT Retail network 25 2 whala,

Meanwhile BTRT is investgating a design to re-engineer the network [2] and is continuing its
location-search for hostng facifilies with sufficent capacity.

|sssapend by, BT Fietl Technotogy Page 5 of 52
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FPageSenss Exberral Techmcal Vakrdslion

1 Trial Environment Description

The PageSense system consists of bwo main components:

«  Proxy-Servers, which obtain web-content on behalf of the users and insert JavaScript
tags inte returnad web-pages.

= Channel-Servers. which maintain the browsing history of cookiedds and semve
targeted adverisements fo users. These servers also inilially generate and drop the
cookies 1o users’ browsars.

1.1 HNetwork Components

The rial consisted of bwo proxgy-senvers and two channel-servers, installed into the inspacton
point at Reading, selecled for its representative user base.

The trial involved approximately 18 000 users with & maximum 10,000 concurrantly active on
the system during the network's peak pedod (daily between 7pm and 10pm} and was operated
an & 247 basis.

The frial usars were all ADSL custormers with & mix of connection speeds Detween F58KDhps
and BMbps down, All users were unaware that they were participants in the nal.

A schematic of the test envirohment deployed follows.

= T -

— =

Load Bolenoer

In operation, user TCP port 80 traffic was redirected using Policy Based Routing through a
Load Balancer, configured o use TGS (transparent cache switching). This rediracted TCP port
B0 traffic to the bao real proxy-seners

A Virtual IP address (VIF) was also created 1o load-balance fraffic generated by each prowy-
server to the pair of real channel-senvers,

Issued by BT Ralad Teeimaiogy Paga G of 52
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1.2 Advertising Method and Campaign

The trial focussed upon validating Pagelense's ability 1o deliver contextual advertiserments to
users, based upon their web-browsing history. The frial did not vafidate bricge-advertisemants
since it is unfikely BT will use this delivery method.

The PageSense sysiem reguires panicipating users machines to have a 121Media cookie
depioyed, This contains a Unique 100 (LI, This WD facilitates the browsing history of -the
machine on which the cookie is resident to be built

Normally the PageSense system deploys cogkies direcily to user's machines. BT's broadband
terms and conditions prevended this approach. Instead 121Mediz conducted an initial cookia
drop exercise. For two-weaeks prics 1o the trial proper 12 1Media purchased adverlising space
an popular third-party web-sites from which cookies were dropped directly onto Users
machines. This aporoach i1 turn consiramed the effectiveress of the BTRT tial, simce not all
of tha 10,000 trialsts were covered by the initai-drop. Estimalions: wers  made - that
approximately 7000 had received a cookie.

To trial the contexiuzl, n-page ad-replacement method, 121Medis 2lso purchased
adverizements on third-party websites for the two-awesk ad-zenving phase of the izl The
following campaigns wers sokd o UK ad agencies for this pericd.

Campaign | Agency Main Channel :I
American Airlines Universal McCann Tl:'i{:l_.ﬁ.i.r._ =t} |
| e2save Magiaviast | Comm_T el Wirsless ==
[ Equ |  MediCom T:;um_a.m_creuilmpaz
Escel Aarveays ] Vit L ijw_l'_-r:n'E;'r;é_:__ =
First Caect Mind=hane Fmance Barking Personal_Savings
Ereedom Financo MedinFdge G1A France Logns_Personal I
. msBC Mindshare | Finence_Banking Persanal_ Savings
.Hl.l‘tl:l';ﬂul'l il Tlindshane | E'IJITIITI-_-'l.'E.l;:_'I'ﬁ_rE;;:'E -
ingihe Track hediacom | Educadion_Propery Invesimand |
Mionster MedEEdpe GiA ELN‘NEL.JCID'E ]
- Miare Than universal McCann EFI[‘.:B.I_'H:-E' Insurance Aute
Deean Financsa The Beokings Grp | Finance: L-aam__GmenaTl-
kit S o MediaVest I e Ttk Wi
Opodo MhedizCam | Travel
“Pelpian i DA !Heaﬁ.r;_IMMranne_Fels St
Fartland Holidays | Unwerssl McCann  Trwel
Snandard Life Bank ' DA Finance Mortgage
 Vimght Watkchers DhA | Haalth_Weight Loss

The advertisements were used o replaced a 'defaull’ chanly adverisement {ong of Oxlam,
Make Trade Fairor 505 Children's Villages) when 2 suitable contextual or behavioural match
could be made by the PageSense system. 121Media indicated that the campaigns available in
the tnal represented only a small percentage of the range that would normally be present in
the system.

lexoed iy BT Rats Technokogy
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1) Statistics were collected from the network comesponding to the daily HTTP download traffic

make accurate projections about scalability o the entire customer-hase. the foliowing method
sened to fhe entirg customer base These results are illustated.

was used:

To determine how performance data obtained during the validation would be extrapolated o

2 Trial Environment Scaling Model
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FagoiSense Exiemal Technicel Yakdation

3) Far each case, the 5 and 957 percentiles of the peak HTTP traffic observed, for the twelve
days prios o the ral commencing, was used 1o derve a corresponding percentage of tolal
network HTTP trafiic the test sample equated 1o, The following table dentihes s data

Sample:Network HTTP Rate (Megabits/S) | Ratio 7]
ZIZ0000 T .15
210159500 1.07
2018500 119
200:18000 - 1.11 ]
18016500 5 1,00 '
20018000 = 1.1
21019500 1.07
7018000 : 1.15
[ zeu20s00 ) 1.07
A00 15000 1.11
21017000 E 1.23
130:17000 P 1.05 =i

Frowa thes inforsatson:
The average ratio is calculated to be: 1.098%

The scaling factor is calculated to be; 1

wgued by AT Retal Technoingy Page ool 51
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FaneSense External Technical Yakdadion

3 Validation Performance

3.1 Success Criteria and Summary Results

The criteria used to gauge the success of the validafion are identficd in the kble helow
together with the trial-result. As illustrated three categories of the systems performance were
deemed only partizlly compliant against the Success Criteria — User Experience, Scalability
and Ad-Serving. One further aspect verification of the Business Model, could not be
compigted since the analtical data available, coupled with the size of the adverlising
campaign used, meant it was not possible o accurately determine.

I
No. | Requirements Success Criteria Result
1 User Expariance
A i Themi.ﬂ:mr !nhmﬂ]nnmﬂ'muf i [V i‘hmdmu:r'@'lbmheb:lnﬂ; Partiathy
B Fﬂﬂﬂﬁd‘hﬂtﬂﬂ et fo cu ;mﬁmmmmmmﬁm mh&g;l‘bun.&_ Comgliant
| han the dazired banefits nﬁﬁwﬁuﬂ. o, fo ] st cqmgaﬂ&uma,amm ; A
| custoier sepvce. T g tp *q;sﬁuﬁmwhﬂhzr
2 i oo patibility
21 | Solution must meet BT Exchange infrastructure | PageSense power requircments = Coamgiant
enyiramment requirements, incduding total power | 24Dwatts per full Chassis
per rack = H0W max
2.2 | Confirm no compatibility issees with different Mo Cperafing system & Browse: Compliar
types of operating systoms & browsers & vins compatility meues
protection appiications Vigln compatibity
ETY ahon
IE% & |ET compatibifity
MAC
| Firnatox compatiiliby
Eooghe f Ebay Contast adverts
Wirte proleclion apphcafors
3 | Scalabilty
31 | Confirm Scalabllity k5 in Hne with 121Madia I Confurnation that & single prosy will | | Complian
de=ign specifications suppiat 1500 HTTF requests’socond |
Bl peak ioad
T by BT Rl Technoiogy Page 100652
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Mao. Feqguirements Success Criteria Result
“ Performance
4.1 Lonfirm me meaxsurable degradation to customer | Mo mis-cperaton due @ Paaebense Compliant
percaplicn i browsing service performance as deployment
a result of deploying the PageSapse application Comest flsnctisring with no Cookie
Comrec] funchioning with rew Coakie
Comect tanclioning wilk oid Cookie
Carmed fundlioning with daleted
_ Cookia —
42 | Testthe FageSense solution to confirm graceful | The designs to prevent ovedoad Complisnt
operation of PageSense components in overload | conditions arising andior negate the
conditions impact of sizh condiions
=3 Rezilience
LA | The proposed production de=ign to have a fully Production design operation in Caampliant
redundant configuration with no sivgle point of failower conditions to carfinm tha
Tadlure. any degracaton is imited 10 the
PageSense system and fransient n
mature: Confrmation that i full fail-
ugr the sysiem operales carmgcthy,
L2 | The in-gervice shw and fiw upgrade of PageSense | Mo PageSense compinent failues Complian
components, when dong In aceordance with | attributable to have roal cwse for
PageSense nomial operating procedures, will failure 3= PageSense upgrade of sfw
not affect customar sarvice, ot
53 | The In-service addition of FagpeSense N custoner service fafures 1o be Cornplias
siMnponents not to affect customear servics. altibidable 1o have roof cause foo
i3ilire a5 PageSense componant
= | addition =
54 | The in-service removal §insertion [ removal cycle | Mo custome:s ssmvice failures o be Compliant
of the Pagefense not to Impact normal speration | astributable to have ol cause far
of customer's service [atire as Pagofense companent
memoval | Insertion £ cpcle temoval
55 | Confirm comect operation of fail-over design by Mo sigehicant degredation of nermal Campliant
pro-active failure of any gingbe PageSense CUShOMET Senise
element in & fully redundant production |
configuraticn
Fage 11 0152
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haalasy

No. Requirements Success Criteria Result
5] Reliability and Continuoaes Operation

6.1 | Customer call fo the helpdesk associatad with The helpdesk to receive loss than § Complar
PageSenze application to be inskgrificant Rl associated with FageSenss.

Bz e sonfgured PageSense to continue to Zarg louch nonmsd operation. Compliant
operate in a stable cperating state without need following
for manuaa intervention of witholt need for irifial fing
manual fing tuning or need for continecus turdg
manual eplimEation. e, Tands off operation.

5.3 The instafistion, integration and use of Mo Metaork fRuits on non ralated Comgpdiznt
PageSense to not negatively impact normal obiver equigment alkibutable fo hawe
eparation of ary siher equipment (Le. equipment | roof caise for faiure 8 FageSense
which is not part of the FageSense solution] in aalidicn
the exchange.

(=F The miability | availability of PageSensc to The Trial dasign abjective o e CompEant
excesd the Trial Design Dbjective. explicitly defined by BT, Thare wi Taliwing

e no unplanned faieees for the 2- miliad fire
weaek duration of th trizd a8 full ead turiing
aperation.

e .

1 | Verify PageSense conforms to BT Security Mesazuire the efectiveness of the: Complant

Stanudards TE1 Medis spplieaiicn
Click Brrough rafes
Rewanina shars modal -
Progecied Revenue share based on
trial Click ihrodugh rates and
prigased Fevenpe shane modal
& | Ad-Serving

Fage 120l 52
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3.2 User Experience

324 Criteria Requirements and Results

Mo, | Requiraments i Success Criteria Fe=zult
I |

1.1 fhve Installaton, infegration and use of the | Mo cistomar calls to halpdesk redated o Fartialy
FageSens« o be ansparent b customers, | inftalalion inlegrabon & use compatibdit Compliant
pibar than the desied. benefis of the | issues of PageSense spphcation with ather
peadiet, fo cisloenar sanvice. applications.

322 Non Compliance Issues and Actions

7} PageZense did not prove to be entirely transparent 1o end users 15-20 friglists (k1% of
the trial userbase) identified the presence of the gystem. and in the sbsence of
clarification, fheir reachon was negalive. To address thes aspect the following work is
plannad:

» Fhasze 2 testing will use. the latest revision of PageSense (Proxysenzel, which
reduces the likelihood that customers will detect the system since & does not append
a JavaScript tag fo web pages snd is nod visibla in the browser.

= 12iMedia will take aciron (bolh lechrcal and o public relabions) to evoid any
perception that thelr system is a virus, malware or spyware ardd to show that in effect it
is & poshve web-developmert.

81 The current opt=cut method is cookie-based o presenve the user's anomymity. This will
cause a user o become opted in again if they erase their cockies,

« 1Z1Media will highlight ‘this feature: of the opt-out process: both i thelr pubdicity
raterial-and on the opt-out pages themselves.

g) it was noted that posting to some:web forums through Pagesense caused the JavaScript
Lag to be appended toa number of users posts, A fix was provided for this by 121hMedia
toward the end of the trial, following which the issue was no longer detected. It should not
arizse with ProxySense as no iag 15 appended.

3.2.3 Dbservations and Exhibits

For the trial durstion, no calls were receivad by the BT customer helpdesk in relation to
PageSense and it is implied that the majorily of the 10,000 fFial users did not notice: any
detrimental impact of the system.

Al least 15-20 separate wserns did detec] the presence of the system as evidenced fram web
messzge hoard posts.

The opergtion of the sy=stern does have nolceable side-effects, which nclede web-page ag
insartion and navigation bar fiutter.

From the postings, no user comectly determined the source of hese effects and users did not
post that the system was causing poor performance,

However all posiings suspected that their- machines had a3 virus, 3 malware or 2 spywarg
infection, Scaling the number of repoils rom the tial samplke the projaction made is that in i1
first two weeks of full operation, in excess of 1300 users would detect thase side-effecis.

leaived byt BT Retasl Technakody F"EQB 13 of 52
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PageSense Edemal Technscal Yakdidion

Any deployment of PageSense will clearly require the user base to be informed, Despite the
fact that the systern 2 intended fo improve the relevance of adveriizements th rough
ancnymous collaion of brawsing histores, communications regarding adverissment systems
&nd information coliection could lead to negative perception if not carefully handled.

Specific issues observed during the trial are listed below

3.2.31 Source IF Address Change

The prowy-servers fiefeh users content from the web: hence the sourca |F address of the imer
is. changsd for all HTTP transactions. Whilst this is not an issue for dynamically addressed
cuziomers, static and no-nat cusiomers might have cause for complaint

+.2.3.2 Navigation Bar Flutter

{in each page-navigation the user's browser refums keyword informaticn to the channsl
senver, to build & browsing history. The-resulting HTTP-ransactions ane sent to the addresses
dns.sysip.net or ntp.sysip.net. This destination iz displayed. usually only mormentarily and
inperceplitdy, an the browsers navigation bar for the durgtion of the fran=saction. For Internet
Explorer, this bar 15 located at the bottom-left of the browser window. However if the users
machine is slow running, or a natwork connection is experiencing congestion this artefact can
become evident to the user. During e tnal hree users posted their cbseneation of this effect.
In each case the reaction was negative, the User suspecting 3 virus, malwane, ar spyware of
some Kind. This artefact is eliminated by the new version of FageSenss, “ProxySense”

bz by BT Retai Techmiogy Page 14 ol 52
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3.2.3.3 JavaScript Execution Prompting

U=ers who have their browser configurad 1o prompt on JavaScrpt execution will be alerted an
eveTy page browse they make. One user posted regarding this artefact, their reaction being
nagative, suspecting 8 virds, mabwvare, or spyware of some kind, This cannot occur with
FroxySense, in which no JavaZcript is used,

tesued by BT Rwtad Teadingkgy Bagpe 15 ol 52
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3.2.34 Web-Page Source JavaScript Tag

Every page served 10 the user has a PageSense Javascript 1ag inserted, which s evident gt
the foot of the page source. Whilzt it i ikely that only: more-technically savwy users will be
sensitive o this artefacs, three forum posis obsemved this aspect Ineach casze reackon was
negative, suspecting a virus, matware or spyware of some kind.

Again, this feature of PageSense s removed in ProxySense, which does not inserl a
Javascripi =g on the page.

Eagreaed by BT Ralal Tadwology Pagr 16 of 52
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3.2.35 Tag Cormupting Forum Posts

Within a number of web-forum posts, the JavaScript tag inserted into each web-page
appeared appended to the users post 121Media characterised this as a bug relsting to a
specific editor used by cerntain forums. A fix was provided for this by 12 1Media towsard the end
of the rial, following which the issus was no lenger detected. However furthar Sime will be

required to confirm this. Examples of this arefzct follow. Approximately 20 similar posts were
evident from a Google search.

Cince again, this profblem should not occur with the next generation software, ProgySense.

3.2.3% Tag Insertion Black-List

During the trial the BT testing-team obsarved that on the web site, waww assure?d.com, certsin
pages (which extraordinarily contained 60,000 HTML anchaor references) caused the Intemet
Explorer browser 1o consume 100% CPU resources following execution of the JavaSeript g,
This. required the browser to be teminated using windows task-manger. 121Media
immediately provided a workarcund 1o overcome this issue, whersby the domain-name of the
sife was added to 3 tzg inserion black:list. 121Media also patched the JavaScrpt code to
prevent other undetected web-sites from  causing this problem. Once agsin, ProoSense
shauld not be affected by this problem:,
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3.2.3.7  Optln and Opt-Out

The cument system assumes all users are opted-in by defaull The method to opt-cut haz two
festures which require consideration:

- Users opt-out by navigating to a web-site and dewnloading an opt-out cooke.
Should they subsequently clear their browsers cached data, they will b2 silently
opled back-in. A mechanism may be required o inform the user at this point that
they have opted back-in, though a technical solifion for this is not chvious,

The curent spt-cut method does not aciually avoid the system entirely. A usar
who has opied-ocut will still have their web-nages tagoed and pardial JavaScript
execution will cccur on every page browsed, although no dafa collection of any
kind will ocour,
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Compatibility

324 Requirements Summary and Resulis

PagaSarse Exbemal Technical Walidatic

No. Reqguirements

Suctess Criberia

,l Resul

2.1 | Solubon  mesl mest BT Exclenge | PagoSonse power requiremanis = $00watts per | Compha

irrcheding tofal poweer per rack = 2R max

mfrastrociure. . envikonment. | requingmeats, | il Chassis

— e BN

individuz

platom
bass

22 | Confirm no compatibility issues with differsnt Hl} Uperating eyabem & Browsaer compatEility Complise

E lypes of operaling Sysbems & browsers & | issoes

AL

virus protection applications Wiata compatibdily
BTYahoo
IES & IET compabibilily

Frelox compatihilidy
Eoagke | Ebay Coritect adverts
| Wiius profeclion appications

3.2.5 Non Compliance Bsues and Actions
Mone - all compliant

3.2.6 Observations and Exhibits
3261 Environment Reguirements

PageSense does not utilise appliances, instead commodity based servers are used as follows

Functional Specification:

Function |ManufiModel|  Processor Ports RAM| Disk
Prwy | HPOL380 | 2% 34GHzXeen ZMBL2 | 2°10/100/1000Base T | 4GB | 1x 80GE 5CS
CRChE [Orbazd)
SN || N TI000EaseSX (PCL |
Channel | HPDLIBD | 2x34AGHzMeonZMBL2 | 2TOM00000B2:e T | BGB | 2xBOGRE ECS
[ Servar | | cathe [SInbosnd)
[ma — - e e
Physgical Specification:
| Width | Llength | Depth | Weight Power Cons.
| 42em | T05om 43em | 145kg 300 {noemn &l G0 [peak)

Based upon the peak power consumiption rating of 460Watls a maximum of four servers car

be accommcdated per 2KW cabinet.

It k. BT Biotai Technology
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Operating System Specification:

Both the Froxy-Server and the Channel-Server utilise the Red Hat Enterprise Lmux E
refease 4 (Nahant Update 3) disfribution. This version is comphant with existing BTR
operaticns.

3.2.8.2 System Compatibility
O5/Browser Compatibility:

The following OSiBrowsar combingtions are cerified as supported by 121Media. M
incompatibiities ware identified by BT during validations. The current BT Yahoo! Browser wa
alzg verified as being functionally compatitte for the system.

: — : :
i 0% |$up=_|:mrl:ed | Popup | Rich | _ [ Commeants
| Browser Media |Banner Sync | Async
Win IESD e | + — ® 4 | 4+ “flo IFramg dmm
; - ; creation: Ouldsied
I Mac [E 5.0 v =25 | ¥ | x| i
i Win2K IE § & ¥ [+ - T I s
i = 1 1 |
P Win2E IE B0 ¥ [+ ' [T il ==l
| WinxP IE 6.0 ¥ . + | + + +
< , —er
| WinXP IE7.0 ¥ + + + - *
] -
[WinXP  Frefo | ¥ + * . e B
& ! | |
liniP  Firefen | ¥ 3 * + o
¥ ! .
= =r . , =
VinzH,  Mozila ¥ [ o ' = ® s |
{17 | f [ |
| ' - i i
| WWrP Mozille ¥ [ =+ | ' = ==
| W ek l:'.ﬂ-,'.:aral ik + - 4 |+ . I“‘-.'M'll;..- HTTP 1.0 supportad
7.54 _
[WinXF - Opera ¥ £ = z + | ¥ A0 “ardy HTTP 1.0 sunparod
|85 == == Vil S g
| M Safari 125 ¥ y 3 e - | Pending testing
Bzt by BT Ratad Teshnilsgy Page 20 ol 51
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Application Compatibility:

The following applications are cerfified safe by 121Media. No twoken applications wes
identifed during the validations.

——— _I_ = ; - —
Application | Protocol | Content- | User-Agent |Inject? |Mand? Behaviou
. Type | | -
— et = o | i = e -
VubDaw ; HTTRM 4 Vanous | s M T Mo EpeGicn
| | vuiurs broaus
e content o
|l el
| [ aod deni files.
- e —— | | are Sebiplan
MSN Messenger TR Appieationds men MEMEGS N TR R —
mEzsEnger i of
[ | contentiype
| T e 1 A | | and user agem
Shym Siype . iy ' o | Ne | Onivoses por
| B fi By
|~ egraling, aF
WOKCE: 1% AT
- — = s gt o | LI
Yahoo Mossenger HTTPRA 1 BEshCaiCn- Wanous Ha Mo [ P e
VAT Sa e i | unsupooricd
- L | ] carderi-hygs
I Messengar HTTRH.A Applicahnnt-in- oS i Ma Mo o
TR R e P o mec
i —— e | contenttype
Cnine Gamng WA nia nia Ha Moo | I:H:csmi_ul.e
| parl 2
Ernai SMTRIMARFEOFR | Vanae Yanous {iims Mo e nok pme
i e ooy | i Pt i R
Wirdkorws edi BT Voo [ Vains T P
Hiager
Real Plzyer {hir) HTTRE 1 A IOHPn- R0 Mz Mo ¥ N;fnj'adkm
reabatdin b s of
[ . cament gk 2
= | g el
I Googie Fanh HTTIPM 1 appicatlon oot - Grtgiebarilas T T3 Mz Yoo B
whaam |
My IR0 ool HTTEMN.T Txihiml r.'iq_-ms.urr Dn'he.n'ﬂ_[! Mo _"1"-:: | B mpeciion:
bl unsuppoted
i i | URRT Agant
Windows Updaiz | HTTPA 1 Tl gl Explorer R e I injrns: Bee inbn
| | Ay oy mal
wiisio, ma
o — b e — e — nwﬂﬂ =L
ERfomant Bitlonent n'a nla Mo Mo i s v e
 —— i | part EG:
Dserveng LI TF HETPrEA Varisus B Mn. | o r
sl | = Hu | Mo inpechian
e e —— i et hvpes
; e s ; !
alhnk e hwaimel Ed2x neg s N o | Doz not usc
b ——— | — . —_— w:m
Yoo T b odens HTTRLA Wariois Waniaus i ) i lik
video sibes B | meni"
o ——— —n - e —— I “ ¥
Arydirus Update HTTR 1 Warous Wanous Mo | ko | M injection
| | ' L e
| ORI, WL
o e T | R — e : TN | T e e
P Rrrrrule.ﬁnres:l Wnohndpdicyirae Varous VRt Mo Ty [homs pot uss
| i | = I _ s
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3.3 Scalability
The measurements made durng the trial indicate that the PageSense system tested wi

require the deployment of approximately 323 server platforms to cater for ET s customer-nas
— approximately 283 Proxy-Serves and approximately 40 Channel-sgrvers.

331 Requirements Summary and Results

Mo. | Requirements Success Criteria Resuli
3.1 Confrm Scatablify is W ine with 12 1Media Canfirmation that & singhe proey will support Carmplise
gesign specilicalions 1500 HTTF requests [ second af peak load.

332 Essues and Actions

The capacity of the trigl servers ussed means that a comasponding full-netwark depioymeant Wi
be operationally chalienging and will involve a substantial number of devices. BT & in th
process of moving to 2 21CN netwerlc, concentrating users into fewer but larger sites handlin
on average 700,000 uzers and 9Gh/s of bandwidth capacity. The current solution woul
require the network to be reengineerad in a way that breaks this down inlo smaller capacit
units that fit with the PageSense density. BT is also unable to find hosting accommodation the
will enable a deployment using this model.

« 12iMedia neads to develop = solubien that requires fewer davicas, uses less footprind
i. and consumes [BEs power

= BT neads to design and re-enginesr the network to enable the integration of such
facility.

+ A frial of this new design will be necessary before a deployment could b
recommeanded.

3.3.3 Observations and Exhibits
3.3.3.1 Proxy-Server Scalability

Initial projections made were that a single Proxy-Server would scale to support 30,00
broadband users with & concurrency of 70%. This figure beirg derived from the maximum ral
af 750 HTTP requests/second per SQUID instance and 1500 HTTP requestsisecond total p
SRIVET.
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The following graphs illustrate the actual offered HTTP rate meazured duning the frial,

i
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During peak-time, each proxy-senver senved approximately 700 HTTR requestsicecond. Base:
upon the masamum rate, each instance was in fact operating =t 83%.

To cater for seasongl fraffic growth, at least three Prowy-Servers would: be raquired 1o suppor
the frizl sample. Across six SQUID instances, a wlilisation rate of 2 800 HTTP regueste/eacan:
wiould amount ta & paak utilisation of 466 HTTF requests/second (or 62%).
Lising the characterisalion information derived in Seciion 2;
Proxy-Servers Required = Total For Sample Network * Scaling Factor
=378
=273 servars

Additional proxy-serders will e required to cater for equiprment fEilures. The guanfify wi
depend on the deployment model used, yet a figure of around 10 addifianal servers is realistic

Az zuch the olal proxy-senver reguirement will be approximately 283 servars,

3.3.3.2  Channel-Server Scalabllity

Initial projections made were that a pair of Channel-Servers would scale. o support 50,00¢
broadband users with & concurrency of 7%

The following graphs illustrate. the actual CPU and ulilisation statistics measured during the
frial.

Insiind By BT Resall Trehoo -
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Wilh reference lo the CPU measwmemenis each proxy servel peaked at a maximum wilisstior
of approximately 15%.

The projection is made that the load on cach server could be frebled whilst maintaining aroun
& 90% CPU kading.

Uzing the characterisation information derived in Seclion 2.
Channel-Servers Required = Total For Sample Network * Scaling Factor
=0.333 % 51

=31 sanvers

i Additional channelsenvers will be required to cater for eguipment failures, The quanlity w
3| depend on the deployment model used, vela figure of arcund 9 addifional servers is realistic.

As such the total proxy-senver requirement will be approximately 40 senvers

lagaiced by BT Retail Tedvaiogy -
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3.4 Performance

3.4.1 Eeguircments Summary and Results

Mo. l Requirements Success Criteria Result

5.1 | Confimy | no medsursble  degradation to | Mo mis-cperafion due b PageSense deployment | Compliant
customer - percepdon in browsing. esice
“performance - 2= a result of deploying the
Fapetenss application

52 | Test she PageSense solution to corfirm | The casions to prevent ocweriosd. conditions: | Comdiant
yrizedul wperalion of PageSense | aizing’ =ndior negate the @mpadt of  such
COMPoNents in owerload conditsons conditions :

342 Mon Compliance Issues and Actions
Mone — all compliant

343 Observations and Exhibits

3.4.3.1 Browsing Latency

Continuous wab robat tests wera conducted during the trial downloading in seres 75 popalar
web pages [Secton 8] pacsing for one-minate, then repeating - the fest. One robot was
directed through PageSense and one was direclly accessing the Internet. The results for &
typical 24-hour period follow:

Average WES Page Dovwnload Time

Ceranlasd T |Secoas)

As midicabod, thare is very Jitlle percaplible difference batwean the direct and PagaSense
connections, all pagas baing defivered in batwean 3-8 seconds during both peak and off-peak
peneds n balh cases.

Insiwed by AT Ralil Techngky Prge 27 of 52
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3.4.3.2 Nommal Operation and Overload Operation

The following pair of tests wenz performed to verfy performance of the proxy-servers when th
rated Tol HTTP reguestisecond maximum was excesded.

Test Time | Proxy SQUID status

0700-0500 ) Single Active Instance (PS01-1)

1000-1600 Dual Proxy-Instance Active o
{PS01-1 and PS01-2)

The following graphs indicate the resufting HTTP rates and resulting CPU loads during th
testis.
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Heport

) v DRG0 R0 WE0 Te0 | W00 B00 800 3000 e

B P HT TP Rae

PEYG Traffic Grapier VE200354 - NHEE2006 H 1135 Pha

Dretail
Report

e
e iwcE W BoME 4o g

T T [y i - - - - - - -
00 SN0 98O0 JR0D MO0 AU MO0 WD W00 B0E R
| B PET s CPU |

PRTE Teafin brapter V20254 - HVIZ2008 TEHAE Fra

Eaited Iy BT Beaad Tachnslogy .
msus Mo 1.0 Page 28 of b
D 18" January 2007



FageSenze External Techrizal Wekdatia

Single SQUID Instance

At approximataly 0BG, the HTTP rate on the single aciive SOQUID instance reached i
madmurm 730 HTTE request rate. The user load and corresnonding HTTP rate continued t
increase. Al approximately 0900, the fatency of web browsing had increased fron
approximately 3 seconds to approximately & seconds, with the occasional browsing failurs

The cormesponding CPU of the proxy-server is shown lo be approximately 65% idie. This
figure is an average of the pair of processors ihe server is equipped with. Since one procasse
was 100% idle, then the load on the active processor was calculated to be approximately 70%

Dual SQUID Instance

AL approximately 1000, the second SQUID instance of proxy-server 04 was glso actvated
The HTTP rate on each SQUID instance reached the maximum 750 HTTP request rate a
around 1500, The user load and cormesponding HTTE rate continued o increase. o
approximately 1600, the atency of web browsing had increased from approximately 3 seconds
to approximately 6 seconds, with the occasional browsing failure.

The coresponding CPU of the proxy-secver is shown 1o be approximately 35% idie. This

figure is an average of the pair of processors the server is equipped with. The load on each
active processor was calculated o be approximately 65%.

TCP Connections

The fotal number of TCF connections active an each SOUND instance during e two overlpad
condifions is Blustrated in the following graphs:

Dretail
Brporn

T T T LS =z T T T
iz} R ALl 500 CE0D RO 1200 B 00 150 21l 20 birid | 1
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As illustreted:

+  The singie SQUD nstance reached around 12000 TCP connections at the initia
overoad peak.

# In the dual SOUID instance overlogd case, simost 13000 TCF connections were
supporied by each SOUID instance (26000 approximately for the server).

The following graph depicts the total number of TCF connection faillures reported by prosy-
server 01 during the overoad tests. Az indicated no noficeable increase was detected across
the first copdition. In the second case, the number of failed TCP connectons rose
dramaticaily. the onset occuming just prior to 1800. This comesponds to an HTTF rata of
approximately 200 requestsizecond per SQUID instance.
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32433 HTTP Download Performancs

A =eries of spot-checks were made of the impact of PagaSense on file transfers that use
HTTP. The performance of both direct HTTP transfers and HTTP transfers proxied througl
PageSanse were comparsd, '

Broadband Connected Client

The chart illustrates results obizined frorm tests made from an BMbps connected broadbam.
client using Internet Explorer o download 2 4Mbyte file from Ehe  public sib

hittpcdferara miTor ac uk. using HTTE.

The avarage download time in each of the three test cases, Direct download from the interne!
Download through PageSense under no load and Download through PageSense under fu
load at the: peak user period, was approximately the same, at 10 seconds.

HT TR File. nicad to B

Setonds

1z

LAM Connected Client

The chart [Hustrates results oblasined from tests mads from a 100Mbps connected client usin:
Internet Explorer fo download a 43Mbyte file from the public site hitp:/fwww, mirorac.uk, use
HTTF.

Seconds

The average download time in each of the bvo lest cases, Direct dowmnlaad from the Intemet,
and Downioad through PageSense under full load at the peak user penod, was approximataly
the same, &t 15 seconds.

liciuen® by BT Fetad Technokay Fage 31 of 3



Pagasanse Examal Technical Validatie

3.5 Resilience

351 Regquirements Summary and Results

M Requirements | Success Criteria Resul

61 The proposed produciion design fo have a | Production:  desgn ooporaton 0. fakower | Complar
folly redundant. conliguralion with no aingke | conditons to condinm ihat any - degradation &
paint of faiture. limied to jhe PageSense systom and Eransient
in sialore. Confemalion hal in ol Riler The
FYSIEM ORErates Comecthy

G2 | The i-senice sh and Tw upgrade of | Mo FapeSense component falures eiributable | Gompllar
FageSense companents. when done in | 1o have root cGause for fEilere as PapeSenss
accondince willh | FageSense  nermal | upgrade o ahw oor fw

oparatng . procedures,  will oot affect |
Eeliiglalis — 80 g |

e ——

6.3 The In-smrvice  addiion of PageSense | Mo customes sendce falures to be stiributable to |- Comgliar
comgomanis nol to affect cusiomer sanvice. have ool cese for felure ms PegeSense
sorponend addilian

6.4 The in-senéce removal | inserfion © remaval | o custoener sepnce failures o be atirbutabie to | Compliar
ke of l FageSenss mot to mpact normal | hawe root cause for failure 85 FProeSensa
aperation of customes’'s senvice campanent rermaval finsedicn §oyche remaval

6.5 | Confimn coomedt speration of Gil-pwer. design | Mo significent degradation of nomal cuslomes | Sompdar
by pro-acthe fafure of  any  single | service
FPageSanse slement ina fully redundant
production configuestion

3.5.2 Mo Compliance Issues and Actions
Mone — gl compliant

353 Obserations and Exhibits

3.5.3.1 Fully Redundant Configuration

This aspect of the systems resifience was compliant The trial selution utilised dual Proxe
Sarvers and dual Channel-3ervers configured in an active-active configuration, It was verifie:
that on failure of & single semver, that comect operation could be maintained by the remaining
equipment. Note thai the switch-over of operation from the Riled to the =clive unit &= no
stateful. For example, should & single proxy-sanver fail, all web transaclions in prograss woul
fail to complete from the users perspective and would meed o be resumed (ulilising fhe
secondary server). Alsa note that dual SQUID processes were configured on each Proxy
Server and its was werfied fhat on failure of a single SO0 process, operaion wa
maintained by the second SOUID process and the remaining twe SQUID processes on the
gecond Procgy-Server, subject to the maxmum load conditions nol being exceeded.
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3.5.3.2  In-service Software Upgrades

This aspecl of the syslems resiience was complianl. I was verlied that in-service software
upgrades of e PagaSense components could be conductad without serice disrupéion,

Considering the Proxy-Server, the procedure verified to do this was as folkows:

1) Dizable SQUID Process #1 = existing fransactions complete  gracefally, mew
ransactions are nol accepted (and are instead serviced by the remaining SOUID
pocesses)

2] Disahie SQUID Process #2 - existing transaclions complete greceflly, new
franzactions are not accepted (and are insfead serviced by he rémaining S
ProCesses).

23 la this siale the Proxy-Server & effechively isolated from e nebwork.  Software
upgrades cowld than be performed.

4} To miroduece the device back into service, each SOUID process was then reactivated
w1 i,

Coridering the Channel-3erver, the procedure verified to do this was as follows:

o) Dizable TGP port 100230 — this'is the port the Proxy-Server directs requests to the
Channel-Server- on., The Proxy-Server will cease direciing requests o the dizabled
Channei-Server, although any existing transacfions complete gracefully

£} In this state fhe Channel-Server is- effeciively isolated from the network, Software
upgrades could then be performmed

71 Introduce the device back inte service, by enabling is TGP port 10080

3533 InService Addition of Components

This aspect of the systems resilience was mmpiiant. The procedure of Section 3.5 3.2 verified
this aspect of lhe System.

3534 In-Service Removallnsertion of Components

This aspect of the systems resilience was compliant. The procedure of Seclion 3.5.3.2 verified
this aspect of the sysiem.
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3.5.3.5 Failover Capabilitics

The fallowing specific failover fests wene condurted:

Fagesanss Exiornal Techmcsd Validation

MNotes

Remaining lead suppeied by exiating thres
| Ul protess insiznces

: Remainirg kad supported by second Proxy-
Sepvar

Ramaking ad suppored by second Pn:-rq.---
SEvET

_HBMnlng ||3F-3-.Iﬂ_|:.'|5'pﬁ=5'=d by Load baiancar

The Prawy-Gerrer detocts the failure within 5
sgoands Bnd cedeas direcling requissts in the

[ The Proy-Sanver delacls the fiure within 8-
geconds and ceases diroehing requesis to the
| ghected Channel: Server

[ = | =
| Failure Mode | Pass/Fail
Single Squid Procoss [ Fass’
|
| Chuad Siuad Mshimoe | Fags®
' i
I Safghe Frosy-Senses I T
l Diizal Pray-Sereer [ Pass®
| Singlke Chamel-Serves Por 150 Faas
| e e p——
| Single Channai-Saner Fass
‘ Dual Chanmed-Samver Farl 10080 | Pzes
| Dral Channel-Senser Fass

I e Frasy-Serer delecks the dual failire gnd
coases dimpcting requesis (o both Channel-
Servers: There is no noficeable mpect on

user browsing expenence under this failune,

The: Proscy-Server detects the disal faiure and
ceases directing requests ta both Channel
Senmers. There iz no nalicesble impact oA
user Browsig expencnoe i this failuns.

" In this case the comact redistribution of the offered lead is maingy i fundlinn of the sarsfciory pedomance of the

leard balancer

* i g case e cocresl redsstiEBalion of the offerad ead is mainly & funciien of the sshstactory pesformance of the

inad balancer

* Int i v the cosrect redistibution of the offerod lad is mainly 8 unction of the salisfactory padonmance of the

Wosd Dalancer

* I this case (he correct redistibigion of the affored ked & miginly & henclion of the salisfaclony gelomance of the

hogd Dalancer

Issued byt BT Fetall Technokogy
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FPageSense External Techaical Validaton

3.6 Reliability and Continuous Operation

381 Requirements Summary and Resulis

Ma. Requiremneants Success Criteria Result

G.1 | Cosloemer calls fo the helpdesk assocated I he hielpdesk i recaive et an 5 calis Compliant
with FageSenss appheabon to be aszocated with PaanSensa I
insgnEfcant

6.2 | Onog confgured PegeSense to contingeto Zery inich narmal aperaticn. Complian
aperate in & slable operaling =lxle without | following
niead fior manual intensenticn or withow need intmal
far mardral fne tuning or need for continuous taming
manue! cotimisation: 8. kands off ogeration.

&3 | The installation, integrafion and use of Mo Mabwtek Tawdls on ron releied aties Complant
FagaSanso 3o ot nagaiivedy inmpact narmal =quEpment attributable 1o have noot causa for
opstabion of amy other equipment (ie taldire s FapeSenss salution
equlpoment wihich i nol part of the
PageSease salutica) indhe exchanag,

B.d | The relabiky favailability of Pagesense be | The Trial design objectve 1o be eupbotly dofmed | Gompeant
ecaed e Trial Dagign Db, by BT, There will be no unpanned tailnes for fallowwing

e Z-week diralion of the trial at full load initial
cpcratian {uning
3.6.2 Mon Compliance lssues and Actions

Foliowing initial fine luking e systern did operate refiably. The root cause of one outage did
remaan unknown, althoush i1 s laic to say this could have been caused by a defect external o
FPageSensze.

Eagued ine BT Febal Technoogy

Ismuc Ma1.0
Dhane A5 laneary 2T
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a3 Obzervations and Exhibits

FageSenss Exemnal Technical Validation

For the majority of the trial duration, PageSense pperated successfully. There follow a number
of performance graphs which illustrate this poing

Traffic Lut = Total Traffic Cutbovnd from PageSense  Traflic in = Traffic Inbound to PageSense

Duetail

kit e gand

T T
S Uctis

[W Bandwikh Trafic®] BB Erandhortth Taihe LT

FRTG Traffic Graphes WE2003654 - 1008 BO505 F

Traffic In =Traffic Inbound to PageSenss

Detail

Report

AR = & == e

hhl:.hq_:u:n:
£
]
i
1

Sep s

=
Sep HY

(W Bwdeitn Traffio . 8 Sandwioth Trafie 0T B S |

Feaiad bat BT Rl Tachnokygy
Issue Noe 1.0
Do 15" Januarg 20607

PETE Tiaff: Grapher ¥4 200064 - {22006 L0145 PR
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Fapaiense Extenal Technical Validatio

Total inkound and outbound Traffic from proxy-senver 01 (pair of SQUID instances).

Datail

Report
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Sap 29 Sep 1 Dol 5

l. Eansdwadti Trathio RE B Eandwidch Tiafe QLT |
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Total mbound and outbound traffic from proxy-senver 02 {pair of SQUID instances).
Detail
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Fapefense Extemal Technical Valigation

Idie CPU of 2 single Proxy-Senvar, Failover testing was being conducted on Sep 29,
Datail

Report

WG
s
I
'

|I_'F"3|]|:H‘I-EEF"L| |

PETG Traffc Graphes W Z0I6E - WVEXEO0E H5T-00FT

Total TOP Connections established on & single SOUID instance showing refiable connectivify
for the trial duration. Drops during Sep 29 are owing to failover testing.

Dretail
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PageSense Exiemal Technical Valkaicr

Total TGP Coennection Rate to a single SQUID instance. Drops during Sep 79 are Dving o
failover testing.

Diatail

Report
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FagaSonse External Technical Maligator

+5.3.1 Help Desk Calls

For fke duration of the fFal the BT customer helpdesk received no calls whose cause was
alfribuled o PageSense.

3.6.3.2 Zero Touch

Curing the irial 2 separate cutages occurred which interrupted usars ability to browse, These
outages ware quickly detected and the irigl network isolated whilst a solution was investigated.
A solufion was successfully identified by 121Media in two of the three cases, resulting in &
tirmedy and corfect soflware fix being provided. In the third case, no root cause of faifure could
be datermined. It s fair to say that the issue could have been caused as a result of an elament
extamnal 1o the PageSense enviranment The issue did not materialise again during the two-

wizzk tnal.

3.6.3.3  Impact on Dther Systems
Mo defects cocumed in offver Systems that were atiributed fo PageSense.

#6.3.4  Reliability and Availability

The effect of Section 3.6.3.2 resulted in the overall of the availability of the system during trial,
not meeting its 100% fzrget, However, following tuning PageSense did cperate religbly for the
remainder of the frial

Issurd by BT Fetael Tethnakgy
e Page 40 of 52
Limte: 157 Sorpmny 200/
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PageEense Fxiemal Technlcal Validation

3.7 Security
3.7.1 Requirerments Summary and Results
Mo, Requirements Success Criteria Result
7.1 | Verdy PageSense confonns o BT Scourty | Penelration Taskag b reveal onfy regqured Coenpliant
Standands active ports
Abiltty i harden OF and appbcation
3rz MNon Compliance Issues and Actions

None — all comphiant

373
BTRT's security expert worked with 12 1Meadia prior to the trial commencement to verify:

Observations and Exhibits

The system was secured at the 08, netwark and application level

The Platform OF is stable and patched with mandatory secunly updates.

Systam is configured to comply with BT login and access standards

System passed BT standard penetration and port imapping tests

System is secured at network leved with local firewall (iptables) rules restricting access

anly by BT users.

1Z1Media also warrant that the system is able lo resist DoS sttacks including SYN

fhaee.
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PageSense External Techmical Waldatnn

3.8 Advertisement Serving

384 Requirements Summary and Results

Na. | Requirements Success Critenia Regult

382 Non-Compliance lssues and Actions

Cnby limited anafytical data was provided by the systern. Az a result of this and because it was
not designed to deliver sufficient datapaints for valid analysis, this aspect of the system could
not be fully validated.

« Phage 2 testing will also validate the featurez and performance of the 12iMedia
Media Planning Tool: The fest will also run on a much: larger userbase (approx
3500000 and statistically’ usefid numbers will enable a3 wvalidation of the commercial
model.

3.83 Ch=ervations and Exhibits
3.831 Buosiness Case Model

During the trial the PageSense system was demonstrably able to build per-user profiles of
Browsing  behaviour, and deliver ads to the browser on the basis of these profiles.
Spolchecks were camied out during the course of the trial, against test websites to verify ihis
aspect of operation.

However the system has the weakness curanily that only Imited analytical data s available o
prowide information defining this activity. Information such as the number of active users of the
system, the numbers of adverissments being served was only available as a daily emsail
report, and revenue figuras, not meaningfl in the context of the frial, were not provided.
12 1Media stated that the productisation of the systeny to deliver this information in real time
had not yef been complated and was scheduled for a Cud 2006-2007 deliveny.

This trial was-riot designed 1o provide: a commercial validation of the platformn, which will ooour
in the Phases 2 Filot

T by BT Fetal Technelogy Fage 42 of 52
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PapeSerse Exlermal Technical Valicaton

Contextual-Advertising Spot-Check

The following is an exempbe low-level frace obigined from the channel-server during a spot-
check of iz aklity to build & UID browsng history and ultimately deliver a contextaal
advertising impression.

In this test the WD = mabially browsing web-sites matching for cars, then for spors, then
parforms & search matching auto finance, then spends same mode time in spors before being
served an ad -~ in i case for Maore: Than car insurance.
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FapeSense External Techmical Wakdatior

4 Broadband Terms and Conditions

Curently BT legal has ndicaied i is likely the broadband terms and conditions will require
alteration o enable the Pagelense system o drop web-cookies, which are an essential par
i the operalion of the system,

Alzo consideration: must be given o the opt-out procedure enzbling users o cincumvent the
system. ’

Whilst the former iszua is not stricly s techaical consdaration of this report, it i mentionec
sinoe owing to the jegal position, direct cookie dropping could not be trialed and should be
verified ance the legal posiion B clearer,

The Iatter Fsue regarding opl-out could mot be specificaily trialed either since BTRT conducte:
this fest az a stealth tial The system does provide an opt-cui mechanism and thes wag
|aboratony tested and verified. However the method of opt-oul requires consideration, since i
imvolves the dropping of & web-cookie an the users maching to indicale an optout preference.
which if wiped by the user means they will be opied back in;

The final point iz that the system JavaScript t2gs every web-page it serves and this aspect o
operation should be verified in this context.
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